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Risks: What you don't want to happen

ÅDenial of Service (DoS) attack
Á From outside, by a Botnet / Zombie network

Á From inside, on purpose or not (eg: Conficker)

ÅData Theft
Á Via stolen credentials (Phishing / Social Engineering)

Á Via Trojan Horses / Bots

Á Data Gathering phase

Á Data Exfiltration phase

ÅLoss of Reputation
Á Top risk identified by UK companies (Aon Ltd, 2005)

Á Eg: Heartland payment system
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Risks: Attackersô Motivation

ÅFinancial: Blackmail / Ransom

ÁPay or I DdoS you!

ÁHolding Intellectual Property

ÅCompetitive: Intellectual Property Theft / Industrial Spying

ÁExample: the ñIsraeli Trojanò case

ÅPolitical

ÁExample: GhostNet
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Multiple Infection Vectors

Å E-Mail & IM

Á Attachments: executable, archives AND documents

Á Links

ÅWeb Sites

ÁThe ñDrive-By Installò attack strategy

ÁñPacksò available for purchase on the underground market

Á 2008: the year of SQL injections

ÅSocial Networks

Á Intelligence source for targeted attacks

ÁWorms (eg: Koobface)

ÅPhysical Infection Vectors

Á Laptops

Á USB Keys

Á CDs





Targeted attacks against Tibetan communities: 

Email infection




